Windermere & Bowness Chamber of Trade

Email Fraud
The Chamber is indebted to its member, Tony Blaney, for the following article. 
We all receive crackpot emails everyday and we all do the obvious thing and just swear and delete them. But should we do more than that? The answer is yes. There will be other people who are caught out by them and who will fall for the scam. There are however organisations set up to close down the fraudsters and the only way we can actually stop them operating is if they are shut down quickly every time they pop-up.

 

What is email Fraud? It comes in several guises:

1. What is called a '419' scam. This is usually from an African origin and takes the form ..." I am Idi Amin and I need your help to move $n million dollars out of somewhere and you can have 25% (or some such figure) as your commission. They are basically after your bank details and when they get them - whoosh your account gets emptied. 

2. A Job invitation for someone to act as a territorial agent for an International payments house. Same thing - when they get your bank details, bye bye contents. 

3. A blatant bank impersonation. These guys can now generate very realistic looking emails which invite you to log on to what looks like the bank's website to check or change security details. Yup - same outcome! 

So what should you do? Well don't just delete the email, send it to the appropriate organisation and help them to close it down before someone else gets ripped off. So who do you forward it to?

· If the email clearly originates from the UK or asks you to follow up in the UK then forward it to the Met Police electronic fraud unit at: fraud.alert@met.police.uk 

· If the email has international origins or links, or if you are not sure, then forward it to: scams@fraudwatchinternational.com 

· If an email is impersonating a bank where you have an account to then alert them by sending it to their own fraud unit. They are all different - you will have to get to know your own. 

· Likewise eBay and PayPal have their own email points - spoof@ebay.com  and spoof@paypal.com .

If you would like further information about these frauds, then please look at: http://www.banksafeonline.org.uk – for the UK

http://www.fraudwatchinternational.com - for International.
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